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Best Practice Guidelines on Internal Compliance Programmes 

for Dual-Use Goods and Technologies 
 

(Agreed at the 2011 Plenary) 
 
 
Participating States of the Wassenaar Arrangement, 
 
Taking into account that development and implementation of Internal Compliance 
Programmes (ICP) by enterprises and academic institutions (hereinafter called “exporter”), 
though not legally binding, are recommended for their internal management of transfers of 
dual-use goods and technologies, 
 
Recognizing that each Participating State has a national export control system that must be 
complied with, and in an effort to assist exporters to meet these controls, 
 
Recognizing that export control on dual-use items is mainly implemented by the competent 
authorities of each Participating States, and cooperation between domestic export control 
authorities and exporters is essential for effective export control systems, 
 
Bearing in mind the Initial Elements of the Wassenaar Arrangement (WA), in particular the 
overall aim of preventing destabilizing accumulations of conventional arms by, i.a. promoting 
greater responsibility in transfers of dual-use items, and recalling the following WA 
documents which refer to an ICP: 

- the Best Practices for Effective Enforcement (agreed at the 2000 Plenary); 
- the Best Practices for Implementing Intangible Transfer of Technology Controls 

(agreed at the 2006 Plenary); 
- the Best Practice Guidelines for the Licensing of Items on the Basic List and 

Sensitive List of Dual-Use Goods and Technologies (agreed at the 2006 Plenary); 
and, 

- the Statement of Understanding on Implementation of End-Use Controls for 
Dual-Use Items (agreed at the 2007 Plenary), 

 
Affirming that establishment of ICPs can help exporters to understand and take full account of 
domestic export control legislation and procedures, and reduce the risks of their involvement 
in ineligible exports that contravene the purposes of the WA, by supplying to unauthorized 
end-users such as terrorists and countries of concern; 
 
Bearing in mind that the method in which ICPs are developed and implemented will depend 
on the size, organizational structure, and other circumstances of exporters, 
 
Agree that: 
 
1. Each Participating State should encourage, where appropriate, its exporters to develop and 

implement ICPs, and may assist such endeavours by such means as providing expertise 
and guidance material on ICPs in any relevant form, including discussion of ICPs in 
export control seminars and providing exporters with opportunities to consult on the form 
and content of their ICPs; 
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2. Participating States may also consider, as far as their domestic laws and regulations permit, 
measures and stimuli that would encourage exporters to introduce ICPs (e.g. taking the 
development and implementation of an ICP into account when considering applications 
for licences and revoking existing licences, or making an ICP a condition for the granting 
of a general licence for an exporter.); 
 

3. Elements for effective ICPs are as set out in the Reference List in the Annex. This is 
neither exhaustive nor binding.  Exporters may combine basic and additional elements 
from the List as appropriate to develop an ICP which is most applicable to their 
circumstances; 
 

4. The competent authorities of the Participating States should as appropriate, and in 
accordance with their domestic legislation and practice, encourage exporters to submit 
their draft ICPs for examination and comment, for example in the case where ICP is a 
precondition for any privileged licence procedures.  They should also take steps to assess 
an exporter’s compliance with domestic export control laws and regulations, as 
appropriate, which may involve face-to-face consultations and/or inspection visits. 

 
 



 

Page 3 of 7 

Annex 
 

Elements of Internal Compliance Programmes 
For Dual-Use Items 

(Reference List) 
 

Domestic export control authorities should, where appropriate, encourage their 
exporters to develop and implement Internal Compliance Programme (ICP), which may 
include the following elements. 

An exporter may combine, the following basic and additional elements, as 
appropriate, to develop an ICP applicable to its structure, size, and other specific 
circumstances.  
 

Basic Elements Additional Elements Notes 

1. Commitment to Compliance 1. Commitment to Compliance  
1.1. Written statement by a senior 

representative, such as the CEO, 
that the exporter is aware of all 
domestic Export control laws and 
regulations, and complies with 
them. 

  

1.2. To make all employees and 
officers aware of the statement 
provided in para 1.1.  

  

2. Structure and Responsibility  2. Structure and Responsibility  
2.1. Establish an internal 

organizational structure, 
responsible for export control, 
either as a stand-alone unit or as 
an additional task for an 
appropriate unit. 

 

2.1. It should be independent 
from the sales department or 
any other export oriented units. 

 

2.1.1. Nomination of a senior 
representative director, or other 
individual of corresponding status, 
as the Chief Export Control  
Officer (CECO) 

2.1.1. Competent authorities 
may establish a set of criteria 
for such nominations. 

• CECO should acquire 
appropriate knowledge 
for his/her responsibility. 

2.1.2. CECO’s Duties 
- The CECO is responsible for: 

a. development and revision of 
the ICP; 

b. development and revision of 
operation procedures;  

c. staying up-to-date with 
changes to relevant 
regulations and with any 
directions or guidance issued 
by the competent authorities; 

d. classification/identification, 
screening and approval of 
business transactions; 
 
 

2.1.2. CECO’s Duties 
- The CECO is responsible for: 
  h. guidance to subsidiaries 

and affiliates. 
- Distribution of an 

organizational chart to all 
employees that clearly shows 
the internal structures and 
responsibilities for export 
control within the exporter. 
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Basic Elements Additional Elements Notes 

e. general export control 
management, throughout the 
exporter, including direction 
and communication; 

f. assignment of personnel in 
charge of auditing; and 

g. training. 
 2.2. Appointment of an Export 

Control Manager (ECM) and 
establishment of an Export 
Control Unit reporting to the 
ECM. 

- Making the ECM known 
within the organization 

- The ECM carries out the 
export control operations 
under the directions of the 
CECO. 

• The ECM and Export 
Control Unit are normally 
to be found in larger 
organizations. Their 
duties and responsibilities 
mirror those of the 
CECO.  

 2.3. Appointment of an export 
control officer (ECO) in each 
business unit. 

- An ECO is responsible for the 
following activities; 
a. making the instructions 

and requirements of the 
ECM known within the 
business unit 

b. promotion of export 
control operating 
procedures; and 

c. training 
3. Export Screening Procedures 3. Export Screening Procedures  
3.1. Classification/Identification 
Procedure 
- Establish whether the goods and/or 

technologies to be transferred 
require an export licence under 
applicable control lists. 

- Consult with competent authorities 
and other relevant bodies, where 
appropriate. 

 • Where the items to be 
exported are designed 
and developed by the 
exporter, persons in 
charge of technical affairs 
and the CECO/ECM 
should be involved in the 
rating of items under 
applicable control lists.  

• Where items to be 
exported have been 
externally sourced the 
original supplier should 
be asked for technical 
specifications and an 
assessment of 
classification/identification 
under applicable control 
lists. 
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Basic Elements Additional Elements Notes 

• “Other relevant bodies” 
may include 
organizations approved or 
certified by the 
competent authorities for 
providing classification/ 
identification services. 

3.2. End-Use Screening 
- Verify that the items to be exported 

will not be used for purposes other 
than the declared use  

- Ensure that any non-listed dual-use 
items for a destination subject to a 
binding UN arms embargo, or any 
relevant regional arms embargo, 
are not intended for a “military 
end-use” 

 

 • CECO/ECM should 
consult with the domestic 
authorities, when any 
question arises concerning 
export control. 

• cf. “End-User Assurances 
Commonly Used 
Consolidated Indicative 
List” (agreed at the 1999 
Plenary, amended at the 
2005 Plenary). 

• cf. “Statement of 
Understanding on 
Implementation of 
End-Use Controls for 
Dual-Use Items” (agreed 
at the 2007 Plenary) 

• cf. “Statement of 
Understanding on 
Control of Non-Listed 
Dual-Use Items” (agreed 
at the 2003 Plenary) 

• List of Advisory 
Questions for Industry 
(agreed at the 2003 
Plenary) 

 

3.3. Customer / End-user Screening 
- Verify whether the end-users / 

customers are identified with 
“red-flags” or other early warning 
systems 

 

 

3.4. Information by the competent 
authorities 
- Verify whether the competent 

authorities inform that export or 
transfer of the non-listed items is 
subject to the submission of a 
licence application. 

 

3.5. Transaction Screening 
Procedures 

- Implement procedures to help 
prevent diversion of the 
export/transfer to unauthorized 
end-users or end-uses. 

 •  Implementation of 
electronic data processing 
(EDP) supported by order 
processing systems may 
assist these endeavours. 

• In order to systematize 
and facilitate the 
implementation of 
procedures through 3.1 to 
3.4, introduction of check 
list is recommended. 
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Basic Elements Additional Elements Notes 

3.6. Where necessary ensure that 
licences are applied for according 
to domestic licence application 
procedures. 

 •  The exporter needs to 
apply for licences, in 
cases where screening 
detects that non-listed 
items may be used for 
purposes covered by 
end-use oriented controls 
or where it is determined 
that the transfer of a 
listed item to a particular 
destination/end-user 
would not be covered by 
an existing individual, 
global or general licence 
or the conditions attached 
to the use of that licence. 

4. Shipment Control 4. Shipment Control  
4.1. Confirm before shipment/ 

transfer that: 
- Classification/Identification and 

Transaction Screenings are 
completed; 

- Goods and/or technologies and 
their quantities correspond to the 
descriptions set out in export 
instruction documents and/or 
export licences. 

  

5. Performance review 5. Performance review  
5.1. Establish a regular performance 

review system to confirm that the 
export control operation is 
implemented appropriately 
according to the ICP and the 
operational procedures and is 
compliant with all relevant 
domestic laws and regulations  

 • It is recommended that a 
performance review is 
carried out by a unit 
separated from sales or by 
an outside specialist, as the 
structure, size and other 
circumstances of the 
exporter permit. 
Performance reviews could 
be carried out annually. 

6. Training  6. Training  
6.1. Training and education of 

officers and employees 
- Ensure that staffs are aware of all 

domestic export control laws, 
regulations, policies and control 
lists and all amendments to them 
as soon as they are made public. 

 

6.1. Training and education of 
officers and employees 

- Archive internal training 
records including staff 
participation in external 
events. 

 

• Training and continued 
education should be 
carried out for employees 
at all levels, especially new 
staff, persons who work in 
sales, export related units, 
or are involved  in 
technology transfer.  

• Provision of at desk 
training using electronic 
media, such as the 
internet and CD / DVDs, 
may be useful to 
supplement and reinforce 
formal training sessions. 
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Basic Elements Additional Elements Notes 

7. Record Keeping 7. Record Keeping  
7.1. Archive export-related 

documents for an appropriate 
period according to the 
requirements of domestic export 
control regulations 

 • Export-related documents 
may include export 
licences, end-use 
assurances, commercial 
invoices, clearance 
documents, product 
classification/identification 
sheets, and records of 
electronic transfers.  

 7.2. The exporter’s practices 
and procedures for archiving 
material should be known by 
all relevant staff.  

• Archived records should 
be traceable. 

8. Reporting and Corrective Action 8. Reporting and Corrective 
Action 

 

8.1. A prompt report should be made 
to the CECO/ECM of any 
violations or suspected violations 
of export control regulations or 
ICP procedures.  

  

8.2. A prompt report should be made 
to the competent authorities if the 
CECO/ECM confirms a violation 
of export control laws and 
regulations.  

 Violations of export control 
laws and regulations should 
be investigated by 
competent domestic 
authorities. The violators 
could be punished 
according to domestic legal 
procedures. 

8.3. Ensure any corrective actions 
necessary are implemented so 
that similar violations do not 
recur. 

 

 Implement, as appropriate, 
disciplinary procedures 
against any member of staff 
responsible for confirmed 
violations of export control 
regulations or ICP 
procedures. 

 
 


